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Terms of Reference (TOR)

Develop a web CMS Portal – for D2T Project in Diber, Albania
 (Tirane, July 2018)
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Introduction

Since 2010, the Albanian Local Capacity Development Foundation (ALCDF) is a non-profit organization founded by national and regional organizations with a constituency and interest in local areas of Albania. ALCDF is focused on Regional and Rural Development in the sectors of Tourism, Agriculture, Forestry and Local governance. The Vision of the organization is the socio-economic well-being and prosperity in rural areas of Albania. While its main objective is to strengthen the demand for capacity development services through broad and comprehensive awareness-raising and knowledge building regarding the importance of these services and reinforced through coaching and mentoring of individuals. ALCDF works closely with local partners and clients. It has approximately 400 formalized clients and partners in Albania such as: individual farmers, companies and producer groups, civil society organizations, municipalities and local authorities’ institutions, etc. The Organization frequently collaborates on projects in the development sector with donors and international development agencies. Since in the beginning ALCDF is a spinoff of SNV Balkan, and after that have had good cooperation with the European Union, SCO-A (Swiss Cooperation Office in Albania), and SDC-Helvetas, in many projects. 

In March 24, 2017, USAID/Albania awarded Albanian Local Capacity Development Foundation (ALCDF) the Dibër: Trails & Tradition (D2T) Cooperative Agreement under “Tourism as a Leading Edge” program. 

Background of the Project
The overall objective of the project is two-fold, to increase employment, particularly among youth and women; and to increase the incomes of Dibër families involved in the tourism supply chain.

D2T intends to build on this indigenous momentum by strengthening critical elements within the sector, to serve as a catalyst for job creation, and overall economic development. ALCDF and its partners have strategically chosen to address the problems of: 1) a fragmented, uncoordinated enabling environment which lacks market intelligence data, an ICT backbone, and weak private business sector engagement; 2) lack of shared vision and an untrained workforce, and 3) the scarcity of integrated touristic product development, based on the territorial planning. The main outcomes of the projects are:

•
To strengthen the enabling environment for tourism development in the Dibër Municipality through improved governance, planning, public services, private sector opportunities and partnerships, marketing and ICT.

The expected result is establishment of a self-governing cross-sector institution (Forumi Dibra Turistike) that will effectively plan, learn, coordinate, and promote (and potentially advocate for) tourism in Dibër Municipality.
· An important outcome is the development, in a participatory manner, of a Tourism Action Plan (TAP) for the Dibër Municipality. The completed TAP pays attention to tradition, natural assets, the agriculture sector, sustainability, gender and environmental compliance as well as developing potential international, regional, and local tourist profiles.

•
To increase the workforce capabilities of the rural tourism sector, through increased awareness of integrated, agro-tourism; improved quality and technical skills of producers and suppliers of agro-tourism products and services; and the creation of an internship program for the future labor pool of youth and volunteers;

•
To design, develop and promote integrated agro-tourism products, using data informed tools and participatory approaches to assure ownership and to serve as models for the future
Technical and Functional Requirements 
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The CMS is required to be organized within a shell that; 1) has general pages that contain information regarding the Dibra Region, and 2) single page micro-websites that will contain the data fields to be identified in order to present the information for the businesses and associated products of the Tourism Information Center (TIC) as a coherent web domain. A centralized single application is installed at CMS level, with a single database. Four main functionalities are managed and configured at the CMS level. They are: 1) Administration of the core system 2) domain mapping (a dispatcher functionality for mapping the domains for each business / service provider), 3) template/theme customization and management, where there is a template/theme assignment to each site, with layout and functionality variation and 4) module/add-ons/plugins management, a module may be assigned to a single or many sites, on request.
Figure 1: CMS Infrastructure

Functional Requirements
For both frontend and backend functionalities, the descriptions of the Functional Requirements of CMS portal are:

Table 1. Functional Requirements
	No
	Category
	Description

	
	User Management
	Registration

Module should enable user to register and manage their profile, passwords and other data that fall in their specific role.

Module should highlight the mandatory fields to be filled for registration.

Module should also support mass registration through file upload for admin users, for lists of users with predefined passwords the project may offer 
Logs to be captured at the time of registration and relevant events

Notifications

Module should have the facility create a unique log in for this platform as well as to accept social logins such as Facebook, Twitter, Google+, LinkedIn, Pinterest, Tumblr, etc.

	
	User Management
	Login 
After registered user logs in to the portal, Portal should redirect user to the dashboard home page, having user profile, possibility to change the password, services and/or owned posts of the user, edit and management of the owned posts and service must be available for the user through the dashboard. Login module should have forgot password mechanism. In case user forgets the password/wishes to reset a link should be sent to user’s registered Email address. The administrator will have the ability to change the user password, but we want the user to be responsible for their space.

	
	User Management
	Administration of users and groups

CMS should have admin module stating which Portal administrator(s) can create/edit/manage/delete users and groups.

There should be capability of feature wise blocking- User could be blocked for some activities like forums etc. and still can have access to some services like access in specific other modules.

Portal should provide user access logs

Necessary user information like IP, Device ID, etc. should be captured for audit trail

	
	Security
	The portal must have necessary security measures in place and should not have any loopholes that can be exploited.

CMS should also support latest security certificates like SSL 3.0.

File Upload Sanitation

It is a must that meticulous security controls are placed in file upload functionalities. The lack of security checks and controls may allow the web platform to be vulnerable to remote code execution, shell upload, file size denial of service, Cross-Site Scripting, and more. 

Input Sanitation

It is a must that meticulous input validators and sanitizers are implemented. The lack of strong input validation and sanitation may allow the web platform to be vulnerable to SQL Injection, Cross-Site Scripting, and Denial of Service. 

Input Reflection Limitation

It is a must that user input is not reflected without proper sanitization and control. Reflecting user input in the web platform should avoid cause XSS attacks to be conducted. It is very important that proper controls are set in place before content is reflected back to other users.

Captcha in all Forms

Implementing CAPTCHA’s in all forms is highly recommended in order to stop enumeration/automation/DOS/flooding attacks. Make sure that every form is properly secured in order to defend from these types of attacks. We recommend using Google’s reCAPTCHA or equivalent.

SQL Injection Defense

It is a must the contractor follow practical guidelines below in implementing SQL injection prevention techniques. We advise that prepared statements are used for every form, and least privilege principles are put in function. DO NOT assign DBA privileges to application users. 
Security Headers

It is important to make sure that proper security headers are implemented by default. 
· X-Frame-Options: SAMEORIGIN

· X-XSS-Protection: 1; mode=block

· X-Content-Type-Options: nosniff

· Content-Type: text/html; charset=utf-8

	
	Content Display
	Portal should be able to display content from any CMS with proper formatting.

All pages should have an administrative announcement/banner space on every page in web site.

Portal shall provide the functionality to enable site visitors to easily print pages and download documents (including images and maps)

	
	Navigation, Breadcrumb, Sitemap
	Portal should be able to display navigation, breadcrumb and sitemap created and published from CMS. In addition, portal should have an interface which can be used by administrators/content authors to create navigation, breadcrumb & sitemap. The solution will provide clear navigation of content. 

	
	What around Module using Maps
	A module should be rendered in portal that displays spatial information, initiatives, alerts, links to specific digitized content on the map and announcements regarding:

· Import and export of the digitized layers on top of map service (i.e google map or other map service). The format for uploads and downloads for maps need to confirm to current standards for mapping services (GPX, TCX, KML, KMZ, etc.). Details to be discussed in inception phase.
Places of interest in region including parameter setting filters:
· Hiking and Biking Trails, Businesses, Entertainment, Cultural, Historical, Agricultural, and Religious points of interest.
· Public services, bus stops, other transportation and tourist services
· Links to connect to other web sites such as other tourism websites offering geolocation information etc. 

	
	On line store
	Portal should support an on line store for the sale of business services and products. Possible ability to integrate Payment Acceptance System in the future. See D2T web site verbal description for ToR for store concept detail.

	
	Lodging Reservation/Booking
	Portal should support an affiliated on line reservation/booking web site like booking.com, airbnb.com, trip advisor, etc. It must also support booking local guest houses via the on line store above.

	
	Weather
	Portal should support display of weather information in different parts of Dibra by integrating APIs for fetching weather information or other integration form national or international weather stations.

	
	Calendar and Events
	Portal should be able to support a module where users can view events happening in particular business or as an aggregated calendar of all events being this published from the individual businesses or form the TIC of Dibra. All events must be approved by the administrator(s) before going live on the calendar.  Calendar may filter on a particular dates, and show events by category in an agenda or calendar style. 

	
	Social Networking & Collaboration Module
	Interactive social network integration to maintain tourist’s engagement. The integration shall have the following features: 

	
	
	Forums: Portal should also be able to display forums into portal that enable visitors to actively participate in discussions.

	
	
	Blogs: Portal should support publishing of blogs that are easy to manage while allowing contributors to post new content.

	
	
	Forms:  The solution should easily create and publish online forms.

	
	
	Bookmarks:  Portal should support facility to save, organize, and share bookmarks to valued online resources.

	
	
	Feedback /Survey:- Portal should support a module using which user should be able to provide feedback/inputs through portal (include upload photo) about the facility, service, etc. (water supply, logging, parking, access of related services, etc). 


	
	
	Other items in this module could contain: Administrative announcement/Banner ad input for all pages in site, Abuse Flagging, Social Sharing, Polls, popular articles, Featured content, newsletter subscriptions, etc. Details to be discussed during inception phase. 

	
	Feedback Management
	The solution should have a feedback management component which would allow users to provide feedback related to the service they received at the accommodation/transportation/guide or any other service they received. The business logic for integration of such service is similar to Booking.com, only those that booked a service from the platform are eligible to vote 1-10 (stars) and leave a comment. 

	
	GIS Maps
	Portal should have the capability of displaying any GIS map (example open street maps, Google Map, etc.) Portal should have capability to map trails, cultural/historical boundaries and locations with exact latitude and longitude. Pin specific map area/buildings or area and link it with information such text, video/photo in modals or pop-up content containers. The export of the map to a mobile devise or in a printable format/PDF or equivalent shall be available. 


	
	Search
	The portal should have built-in search or should be able to integrate with any third party search tool providing smart search. Portal visitors should be able to quickly and easily find the appropriate information on the portal in the context of portal. The search functionality should support content search with features like auto-completion, partial words and phrases, and advance filtering categories/taxonomies search.

	
	Analytics
	Portal should be able to integrate with one of major analytics packages like Web Trends and Google Analytics etc. 

	
	User Experience
	Interactive Display:  User interface should be interactive. Portal should support use of Modules/Widgets that can be placed onto pages that provide static, dynamic or interactive content.
 

	
	Multilingual
	Portal should support multiple languages (Albanian, English or any other language to be implemented in the future). A dropdown for selecting English/Albanian to be included on home page which allows users on the front end to select the language in which page content is displayed. The same facility should be offered to the backend for easily adding a language, create content for each languages, and publish accordantly. First load of the page in Albanian Language, than English and other languages if applicable. Google translate automated tool to be integrated to translate content for languages not covered from a manual/professional translation. 

	
	Multi-channel Support
	Portal should come with built in responsive design capabilities. The portal and modules deployed on portal should be compatible on desktop, mobile (all Operating Systems), tablets etc.

	
	Use of latest technology
	Portal should be designed in such a way that it uses latest technology likeHTML5, CSS3, Node.js, Angular.js, backbone.js etc. It should not use any obsolete technology frameworks.

	
	Support Blind and Visually Impaired Users
	The portal should be able to support blind and visually impaired users by assistive screen reader technology or any other way. Editors in the backend must have content analytics to ensure accessibility for these categories of users. 

	
	User Recognition Support
	The solution should be able to store and display registered user’s last login, location, IP address, time, and date, who does what. 

	
	Reports Module
	Reports developed using Web Analytics platform should be listed for view for executive, management and operational users. 

	
	Possible Disruptions
	A session should be developed in the portal to inform about upcoming functionality disruptions due to maintenance of the platform…

	
	Accessibility
	The CMS will conform to key industry standards with a minimum of W3C web accessibility initiative, WCAG 2.0 Level AA Success Criteria AA compliance.

	
	Design, Look and Feel
	The CMS will provide clear layout and organized displays. Author, date of publication, and other metadata related with the information should be present in the extended version of the content. 

	
	Testability
	The CMS will utilize prototype testing in a controlled testing environment. A full suite of test cases and plans must be developed.

	
	Dynamic Help
	The platform should also have a section of “Dynamic Help” which will be a knowledge database for carrying out various activities. This section would have link to various sections using mouse over help capabilities or search capabilities.

	
	Version Control
	CMS shall support version control (check-in, check-out, number of versions) and it must be possible to restore previous versions of a content item


Deliverables

The deliverables for this creation are the bases for system evaluation, project management, and payment installments. 

Assessment 

· The inception report, which will be based on the proposal and after award discussion with client, is the key document for the mutual understanding of the consultant’s plan to fulfill client’s vision. It should include a plan of action, timeline for establishing technical and managerial millstones for the development, management, and implementation of the project. 
· The consultant will assess, analyze, draft and propose the final inception document based on this ToRs and the consultation of the project staff. 
Design and Development 

· The core CMS architecture is developed, configured and documented according to the functional and technical requirements in this document.
· The layouts for all devices: mobile, tablet, desktop and larger screens (xs – sm – md – lg  screen size are defined) are presented, adopted, and offered as a template for each generated site in the CMS. All templates that are used as blueprint have the flexibility to be further customized for each generated single page site.
·  Modules are developed and ready to be implemented for each generated single page site.

· CMS Admin can generate new sites, map domains and manage CMS core configurations affecting single page site.
· Code is standardized with web standards as per requirements.
Deployment

· All sites are customized and deployed in the specified domains/subdomains or appended name after main domain name example: https://business.maindomain.al or https://maindomain.al/business of business.al pointing to its page
· All hosting space, configurations, files and databases, hosting management software and/or third parties software, are installed, licensed (if apply), and all security settings are configured and functional All SSL certificates are configured and functional at all levels of the CMS.  

Maintenance and Support

The contractor will provide support in developing specifications for selecting the appropriate hosting service for the web platform and train staff to manage the relationship. Ongoing maintenance services will be provided through the contract as needed. 
Training

· Training will be organized in ALCDF offices in Tirana. The inception report will detail the competencies and trainings needed for the ALCDF, TIC, and consultant staff. A competency pre and posttest should be administrated before and after each module to all staff. Potential competencies could be CMS administration and functionalities (front and back end), backups and error tracking/troubleshooting. 
Testing and Acceptance 

· All modules, procedures, layout and assets are tested and function as per requirements in this document, the inception report, and as requested during development phase.

· The security is tested and there are no backdoors, injection penetration, man in the middle or other vulnerabilities detected.
· System integration is tested and can communicate, exchange data and/or function as embed views from other web applications.
· All staff have successfully completed assigned competencies.
· Testing reports are submitted and accepted from ALCDF
Reporting Requirements

 The Consultant will prepare and submit monthly reports on the progress related to the implementation of this activity. In addition, monthly reporting will be associated with a discussion/meeting with ALCDF and TIC staff.
Duration of the Work and Time Liminations
The duration of the contract will be from the date of signing until 12/31/19. The contractor is to provide an outline of the activities and timeframe for implementation of the project with the benchmark of going live by March-April 2018 or earlier. The goal is to be operational for the 2019 tourist season. Details to be determined during inception phase.

Location of Work

The assignment is home/office-based with meetings in Tirana and visits in Diber as defined in inception report. 

Qualifications of the Successful Consultant 
Successful Consultant Profile

The successful consultant should have prior experience in providing IT consultancies by designing, implementing, training and supporting the implementation of web-based CMS systems with client involvement. 
Experience developing services for web-enabled information systems in the international tourism sector utilizing best practices for web and social media marketing, would be an asset. 

The consultant should demonstrate good project cycle and financial management skills with effective training and reporting/communication capacities. 
Additional Qualities:
· A proven multiyear track record in provision of similar services with examples and references; 
· Broad understanding of the organisation and functioning of Tourism Development in Albania;

· Experience working in organizations with multiple projects from international donors that can disrupt timelines.
Evaluation Criteria 

The selection of the Web Platform provider will be based upon the following factors: 

· Capabilities, qualification and expertise of the IT Development Firm; 

· Suitability for the assignment including resource capability and staff experience; 

· Project cycle and financial management skills with effective training and reporting/communication capacities;
· Demonstrated previous experience with similar developments; 

· Quality, creativity and relevance of the technical proposal in accordance with the requirements stated in the ToR; 

· Cost structure; 

Capacity to finish on or before agreed timeframe.
Budget 
The Contractor is to provide ALCDF with a budget that reflects the full cost of implementing this ToR.  
Reporting Between Contractor and ALCDF
The specific reporting documents and timeframes will be agreed to during the development of the inception report. All rights to the code, domain names, web site, databases, images, content and all other information considered proprietary to the project belongs to ALCDF. Contractor will need to get written permission to use any part of this project from ALCDF.
Proposal Guidelines 

The contractor shall submit within the indicated timeframe a complete Technical and Cost Proposal application including: 

· Overview of firm’s organizational profile, its services and resources; 

· Description of previous experience with similar platform developments (including references where applicable); 

· Technical approach to the project: work plan, methodology for website development, technical description and work packages, technologies used, proposed innovative features, deliverables list, etc.; 

· Initial price break-down for major cost components for the development, and on-going post-implementation support; and

· Timeline for the completion of the assignment.

· The shortlisted candidates may be invited to deliver an oral presentation of their previous work and their proposed technical approach and vision the web platform.
Submitting the Application
All applications must be in English. The interested applicants are requested to submit a hard copy of the technical application and budget as well as a soft copy of the application in a CD or USB stick. The proposal (soft copy) should address the D2T Web Platform description for ToR (included in zip file) and the functional requirements listed above.

The budget needs to be submitted as a separate excel-like file from the proposal with unlocked cells. Therefore 2 files need to be submitted: 1) technical proposal in word-like file named “D2TPro-your company name/initials”; 2) budget in excel-like file named “D2TBud-your company name/initials.” The “your company name/initials” must be identical for both file names. 

The proposal should be mailed in a closed envelope in the following address:

ALCDF – Albanian Local Capacity Development Foundation

Rr, Shyqyri Ishmi, Pallati Shpresa, No. 22/5

Tirana/Albania

Tel: +355 44518628
The Deadline for the submission of application is August 3, 2018 the latest at 17.30 hours.
For any questions you might have related the application, please contact in the address info@alcdf.org.
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